This paper explores how state genetic privacy laws affect the diffusion of personalized medicine, using data on genetic testing for cancer risks. State genetic privacy laws take three alternative approaches to protecting patient privacy: Requiring informed consent on the part of the individual; restricting discriminatory usage of genetic data by employers, health care providers or insurance companies; or limiting redisclosure without the consent of the individual or defining genetic data as the 'property' of the individual. We find empirically that approaches to genetic and health privacy that give users control over redisclosure encourage the spread of genetic testing, but that the informed consent approach deters individuals from obtaining genetic tests. We present some evidence that the latter reflects costs imposed on the supply of genetic testing by hospitals. We find no effects of state or federal genetic anti-discrimination laws on genetic testing rates.
Introduction
Personalized medicine, where patients receive individually tailored health treatment based on their unique genetic makeup, promises to revolutionize healthcare. Clinical applications of genetic information can improve public health and medical care productivity by targeting preventive care and interventions where they are most effective. At the same time, as more links are uncovered between genes and personality traits and future health risks, individuals may suffer from discrimination or other harms from having parts of their genetic information revealed to others. 1 Therefore, the spread of potentially revolutionary genetic tests that form the basis of customized medicine may be stymied by privacy concerns. 2 This research studies the effects of privacy regulations that are designed to protect genetic privacy on the diffusion of personalized medicine. Strong privacy protection may increase the value of genetic testing to consumers because it assures that they will not suffer harm in future market interactions. However, privacy protection may sensitize consumers to privacy concerns, increase costs to providers of genetic testing services and reduce the value to insurance companies of covering the service. This makes the empirical effect ambiguous. Further, since privacy protection is not a binary, all-or-nothing, choice, it is important to understand which features of privacy regulations are most beneficial from the view of consumers and which are most costly to producers. The study therefore explores the different provisions within privacy laws to identify policies that are most favorable to the spread of personalized medicine. We use variation in state laws over time in the United States to estimate the effect of different kinds of genetic privacy laws on the use of genetic testing for cancer risks.
State genetic privacy laws, at a high level of generality, take three alternate approaches 1 Komarova et al. (2013) emphasizes the ability of firms to combine multiple different types of public data to identify allegedly anonymous profiles.
2 Indeed, for the case of cancer risks where genetic links are well-established, and for high-risk populations and therefore genetic testing is most valuable, rates of adoption remain low. Data from the 2010 National Health Interview Survey suggests that, even among individuals who have been advised by their physician to obtain a genetic test for cancer, over 30% do not comply.
to protecting patient privacy: First, requiring informed consent on the part of the individual; second, explicitly restricting the use of genetic data by health insurance, employers or providers of long-term life care or insurance; third, limiting redisclosure without the consent of the individual or defining genetic data as the 'property' of the individual.
Using individual-level panel data, we find that an approach which gives users control over redisclosure encourages the spread of genetic testing, whereas an approach of informed consent deters individuals from obtaining genetic tests. We find no effects of anti-discrimination rules that limit the use of genetic information in particular contexts.
We check the robustness of these results in multiple ways. We show robustness to functional form, different sets of controls, and different treatment of the federal genetic privacy law. We also show that there are no similar effects of genetic privacy protection on nongenetic opt-in health testing (for HIV status) or use of preventive health care (getting a flu shot). We find larger effects for patients where the potential risks of genetic data being misused are highest, such as those who already know they have an elevated risk due to a family history of cancer (and individuals who show greater concern for their health privacy in other ways), but no effects for individuals who have already received a cancer diagnosis for one of the types predicted by genetic testing (breast, ovarian, colon or rectal) . We show that the magnitude of the effect of the laws is driven by that individual's stated privacy concerns.
We then evaluate whether these results are driven by individual responses to privacy concerns, or by underlying changes in supply-side testing availability due to the laws. Genetic consent laws appear to reduce testing availability, suggesting that part of their negative effect stems from costs that complying with consent requirements impose on hospitals. However, there is no positive effect on genetic testing availability as a result of redisclosure laws, suggesting that that particular kind of law derives its positive effect from its ability to provide consumer-side reassurance. This research has three major contributions.
The first contribution is to build on an existing academic literature on genetic testing and relate it to privacy regulation. Building on theoretical models of the effects of genetic testing on insurance markets such as Strohmenger and Wambach (2000) , the empirical economics literature on genetic testing aims to disentangle its inherent implications for asymmetric information on outcomes in insurance markets (Zick et al., 2000 (Zick et al., , 2005 Armstrong et al., 2003; Oster et al., 2010) . 3 Our paper complements these papers by asking how different approaches to restricting sensitive genetic information flows affect genetic testing rates.
The second contribution of this work is to provide some of the first empirical evidence about the need for 'genetic exceptionalism.' There has been substantial policy debate about whether genetic health data is distinct and different from regular health data and therefore needs a special class of protection (Yesley, 1998) . 4 Genetic information can reveal more than a person's current health status; it contains information about their future health risks and traits that are unrelated to disease (Savitz and Ramesar, 2004) . These concerns, specific to genetic (or genomic) information, can complicate the legal and ethical issues surrounding disclosure of personal information (Berry, 1997) , and are the motivation for the new, targeted laws. Reflecting this, the new genetic privacy regulations that we study are explicitly incremental to existing state and federal laws protecting the privacy of personal health information. 5 Our research provides the first empirical evidence on how individual behavior responds to regulations that protect the privacy of genetic information rather than general health data. Our finding that genetic privacy laws have distinct effects above and beyond standard health data privacy laws provides some support for the need for separate legislative action.
The third contribution is to help provide evidence for policymakers trying to determine the best approach to regulating genetic privacy, given the perceived desirability of personalized medicine. This perceived desirability stems both from the fact that personal genetic information may one day be used by individuals to anticipate their disease risks, select investment in preventive care, and when facing illness, to select the most effective treatment, but there are also potentially large system-wide gains from analyzing personal genetic data on a large scale.
Public health and consumer advocates have argued for strong genetic privacy protections (Gostin, 1991; McEwen and Reilly, 1992; Natowicz et al., 1992; Ostrer et al., 1993) . However, life insurance industry representatives have argued that all genetic information from applicants should be made available to them and that genetic insurance might be a viable solution (McEwen et al., 1993; Tabarrok, 1994) . By measuring the effects of genetic privacy on genetic testing rates and availability, this paper provides the first empirical evidence on how public policy related to privacy affects the diffusion of genetic medicine. Generally, the empirical literature on privacy regulation has documented largely negative effects of privacy regulation for the spread and use of data-enriched technologies both in healthcare and elsewhere Tucker, 2009, 2011a; Tucker, 2011, 2012a) . This paper adds to this literature by not only studying a context where privacy concerns are paramount but also by emphasizing how different features of privacy regulation, in particular those that emphasize rights over data, can have different effects from more commonly found consent requirements, which previous studies have found to be associated with negative effects. Genetic tests can be extremely valuable to individuals in certain sub-populations. Genetic variations have been identified that predict increased risks of breast cancer, ovarian cancer, colon cancer, cystic fibrosis, among other diseases. A negative result would imply a normal cancer risk, while a positive result would be elevated. Individuals with elevated breast cancer risk can engage in a range of preventive actions that includes surveillance and frequent screening, prophylactic surgery which removes healthy breast tissue, behavioral or diet changes and chemoprevention such as using drugs like tamoxifen or raloxifene.
The main focus of our study is whether or not these survey respondents reported that they had a genetic test to ascertain their cancer risk. The average testing rate is 0.54%. Over the sample period, genetic testing rates did increase steadily, from 0.38% of respondents responding positively in 2000 to 0.66% doing so in 2010. Nevertheless, given the progress that has been made in personalized medicine, this low rate of penetration is striking.
The NHIS also contains individual-level information on a variety of health variables as well as background economic and demographic information, which we use as controls. Because the public use version of the NHIS files contain only limited geographic information at the region level (Northeast, Midwest, South, West) , in order to conduct our analysis relating genetic testing to state privacy laws, we needed to use restricted geographic information from the NHIS to merge with privacy laws at the state level. We accessed the restricted NHIS data at the CDC's NCHS Research Data Center.
The primary benefit of the NHIS data is that we are able to observe actual testing rates in the population, as well as testing rates for high-risk individuals. One issue with our data is that it does not allow us to address directly new markets that have opened up recently where genetic testing is offered by non-local providers or direct-to-consumer testing companies that are not based at healthcare facilities. 7
Privacy Laws
Most state legislatures have taken steps to safeguard genetic information beyond the protections provided for other types of health information. A survey of the current state of genetic privacy regulation is provided in Pritts et al. (2009) , which provides a useful starting point but lacks the historical information needed for our analysis. To build on this initial data, we investigated changes in genetic privacy laws in each state over time to construct a panel database of state genetic privacy laws relating to the collection, distribution, or use of genetic information.
There is substantial variation in the timing and the content of state genetic privacy laws, 7 Examples of such companies include 23andme.com. The U.S. Food and Drug Administration (FDA) regulates genetic testing for health risk and has intervened in the direct-to-consumer genetic testing market. In November 2013, the FDA issued a warning letter to the company 23andMe and directed them to stop marketing health-related genetic tests directly to consumers. (2000, 2005, 2010) . State health insurance from the CPS and GDP from the BEA. Testable cancers are defined based on the most commonly reported genetic tests for cancer risks: breast, ovarian, colon, and rectal cancer. Privacy laws described in the text. Means and standard deviations computed using final person weights from the NHIS. and we exploit this variation to define three categories of genetic privacy laws.
The first category of laws relate to consent for collecting and storing genetic information.
Specifically, laws in seventeen states require informed consent for a third party either to perform or require a genetic test or to obtain genetic information. Consent rules for genetic testing may reassure patients by providing clear information on costs and benefits of testing, but could also increase privacy concerns by making them more salient.
The second category includes laws that are explicit anti-discrimination laws which prevent the discriminatory use of genetic data. These laws can target employers or life, longterm care, disability, or health insurers. Anti-discrimination laws will only increase testing if patients are aware of them and believe that they will be effectively enforced. Antidiscrimination laws limit how genetic information is used by certain types of organizations that receive it (insurers or employers), but not whether or not they receive the information, so such laws may provide less privacy assurance to consumers than do laws that limit redisclosure and provide ownership rights to patients. On the other hand, since laws are targeted at contexts where privacy fears are greatest, they prove effective at reassuring patients.
The third category consists of laws that give the individual explicit ownership rights over their data by either requiring their consent any time data is disclosed to a third party, or by giving them actual ownership rights over the data. 8 Twenty-seven states require consent to disclose genetic information later. Alaska, Colorado, Florida, Georgia, and Louisiana explicitly define genetic information as personal property. Alaska is unusual in also extending personal property rights to DNA samples. These laws are of interest to economists as they extend a Coasian approach used for example to correct environmental externalities to the privacy arena. Since there is debate over whether asserting property rights in general can correct market failures in practice, there is ambiguity over how effective such laws will be.
In Table 1 , we show summary statistics on these three broad categories of laws on the NHIS sample we use for the genetic testing analysis. Summary statistics on these laws for the sample of hospitals we use for the analysis of technology availability in Section 3.6 are in Table A-2. Though we focus on variation in regulation at the state level, there were changes at the federal level in the time period we study. The 2008 Federal Genetic Information Nondiscrimination Act (GINA) provides privacy protection that is specific to genetic information and that covers all states. This Act strengthened the federal protection for genetic information in place since 1996, when it became illegal to deny group health insurance coverage to someone based on their genetic information. 9 GINA further restricts the use of genetic information by health insurers and employers. In that case, state laws that offer additional protections may reassure patients as to how their information will be used, and thereby increase demand for genetic testing incrementally above the effects of GINA. We address the question of GINA in a separate specification which incorporates how GINA may have changed the baseline protections given at the state-level. Table 2 shows our initial results when we examine the effects of our three different categories of laws as well as the effects of general health privacy laws that limit redisclosure. We first examine each variation of law separately and then account for correlated adoption between multiple laws and estimate our main model that includes all of the laws together. In each case, the specification includes numerous individual and state-level controls as well as state and year fixed effects.
Analysis of Genetic Privacy Laws and Genetic Testing

Initial Results
9 GINA affirms that genetic information is considered private health information and that protections relating to confidentiality and security in the Health Information Portability and Accountability Act (HIPAA) Privacy Rule apply equally to genetic data.
In Column (1), we look at the category of regulation that mandates some form of informed consent in isolation from other laws. There is a negative and significant effect on the decision to undergo genetic testing. 10 This is consistent with an economic model where the consent requirement imposes a transaction cost on the provider or consumer. The negative reaction to informed consent rules may also reflect that individuals may be overly optimistic about the amount of their private information that is being collected and used by firms (Jolls, 2007) . 11
Column (2) investigates the effect the presence of an anti-discrimination law in isolation on genetic testing rates. This is a law that prohibits discrimination by employers, life insurance companies or health insurance companies based on genetic information. We find no statistically significant relationship. 12 The general lack of an effect of anti-discrimination laws is consistent with several possibilities. It could be that the laws are too limited in scope or enforcement to assuage consumer concerns. Or, it could be that consumers are already able to effectively protect the privacy of their genetic test results from employers or insurers by paying out of pocket for testing. It is also possible that the laws have offsetting effects that lead to zero overall effect. Anti-discrimination rules may increase the willingness of consumers to undergo testing while at the same time decrease the willingness of health insurers (or employers in the case of employment-based self-insured health plans) to cover the tests.
Column (3) investigates the relationship between genetic testing and the presence of a law that requires consent to be given if the data is ever to be shared again. We find a very small and imprecise effect. Column (4) examines the baseline effects of the presence of a general health privacy law. We find a positive and statistically significant relationship between genetic testing and the presence of a general health privacy law that limits disclosure.
Column (5) of Table 2 reports the main estimates in which we study the effects of each of the laws in a single model. For the genetic laws, we find that it is still the case that informed consent requirements have a negative effect, and that anti-discrimination laws have little measurable effect. The positive coefficient on granting property rights over redisclosure is now substantially larger and statistically significant in this specification. The reason for this change is likely the positive correlation between genetic consent and redisclosure laws; not accounting for the negative effects of consent rules was biasing the estimate for redisclosure rules downward. As in the previous column, redisclosure limits for health information that are not specific to genetic data are associated with more genetic testing.
When we look at the controls across the columns, in general the estimates are reasonably consistent. Being female, black, or having a family history of cancer positively affect the decision to have a genetic test. Having no insurance (weakly) negatively affects the decision, perhaps because of cost concerns, but there is no significant difference between public and private insurance coverage. State characteristics and the linear age control have no precisely measured effects.
An obvious question for any paper that relies on a panel data setting such as ours is whether there are underlying changes in that state that could explain both the enactment of certain types of genetic privacy law and a change in cancer testing rates, that would not be controlled for using our controls. Such a source of time-varying heterogeneity can provide an alternative explanation of our results. One potential source of bias that would lead us to under-estimate the effect of anti-discrimination rules is if states where discrimination is more likely (more precisely, at the time when discrimination risk is increasing) are more likely to pass rules banning genetic discrimination. We explored this possibility using a cross-sectional measure of state-level latent 'demand' for anti-discrimination rules based on enforcement of the federal anti-discrimination law, GINA. To conduct this analysis, we obtained data from the Equal Employment Opportunity Commission (EEOC) on counts of discrimination charges filed and resolved under GINA for fiscal years 2010 to 2012. We found no significant relationships between these measures of privacy demand (measured as charges filed or resolved per population) and the presence or timing of any of the genetic privacy rules we study. Table 3 shows the insignificant correlations for having a law by 2008. Estimates are also insignificant if earlier years are used or if the total share of years with a law in place between 1998 and 2008 is used (see Table A -1) . This is supportive evidence that the variation in state genetic privacy laws we study is not motivated by the populations' underlying privacy preferences towards genetic testing. in health insurance coverage and employment based on genetic information. Therefore, we modified our indicator variable to reflect this blanket federal coverage for the 2010 sample.
Robustness Checks
However, the general pattern of these laws not appearing to have a statistically significant relationship with genetic testing decisions continues.
Column (4) of Table 4 shows robustness to a probit functional form that reflects explicitly the binary nature of the decision. The sample size is smaller because some states are dropped (for lack of variation in the outcome). The results are qualitatively unchanged. The table reports probit coefficients. Marginal effects on the laws have the same sign and statistical significance.
Falsification and Behavioral Checks
We now return to explore further the concerns that motivated the analysis in Table 3 -that there is time-varying heterogeneity that may jointly determine state genetic privacy laws and genetic testing in that state. In this section, we use variation in the NHIS data to show that the effects of privacy laws are larger when we focus on populations for whom genetic testing is more relevant. We also show no effects of genetic privacy for opt-in health actions that are not genetic tests. This provides some reassuring evidence that the effect we are studying is driven by the laws themselves, rather than something else.
Columns (1) and (2) of Table 5 explore what happens when we restrict our sample to subsamples for whom genetic testing may be of greater interest. The first population is those who report that they are aware of genetic testing. The second is a subsample of females.
We look at this sub-population simply because of the fact that the genetic test for breast cancer is one of the most prevalent. In both of these subpopulations, where there should be more awareness of the benefits of testing, the effect of the genetic privacy laws appears strengthened. The effect of general health privacy laws is larger for the sub-population that is aware of genetic testing but is negligible for the female sample.
Columns (3) and (4) of Table 5 present falsification checks. We first consider testing for HIV status as a dependent variable. This is another opt-in test that could reveal sensitive and private information but that should not be affected by genetic privacy rules, since contracting HIV is not predicted by genetics. The results in Column (3) show that, while genetic testing laws are not significantly related to rates of HIV testing, general health privacy rules tend to increase HIV testing rates. This test addresses the concern that the passage of genetic privacy state laws is connected with underlying state patient preferences for taking health tests rather than a direct causal effect from genetic privacy regulation to the decision to take a genetic test. Column (4) of Table 5 reports the estimates when the dependent (1) and (2), decision to take HIV test in Column (3) and decision to get a flu shot in Column (4). All regressions use NHIS final person weights. Robust standard errors clustered at the state level. * p < 0.10, ** p < 0.05, *** p < 0.01 variable is having a flu shot. We use this test because having a flu shot and having a genetic test may be similarly motivated in terms of underlying demand for preventative medical measures. For this outcome, neither form of health privacy protection (genetic or general) has a significant effect on use. This placebo check provides evidence against concerns that changes in genetic privacy rules are related to underlying changing in population preferences for health protection or use of preventive care.
Different Risk Profiles before Genetic Testing
We then turn to consider the extent to which a consumer's knowledge about their risks ex ante affects the way that genetic privacy laws influence their demand for testing.
In Table 6 , we estimate separate effects of genetic privacy for individuals with different underlying risk profiles. The mutations being tested for are relatively rare, and genetic testing is most informative for individuals with elevated cancer risks. Though there are no established medical criteria for deciding exactly when testing is appropriate, the usual practice is to recommend testing for individuals with a higher chance of possessing the mutation or of being at risk for the disease. For example, testing for genetic mutations such as BRCA1 and BRCA2, which predict breast and ovarian cancer frequency, is recommended to individuals with a family history of cancer. This greater value is reflected in higher testing rates, positive and significant across all specifications in the previous tables, for individuals who report a family history of cancer (which we define as having a parent or sibling who ever received a cancer diagnosis).
Although it increases the expected informational content of genetic testing, an elevated cancer risk can also increase the expected harm from genetic testing (assuming that the harm occurs if the test result is positive). For that reason, we should expect that individuals with higher self-reported cancer risk to also be more sensitive to the privacy regime. We exploit data collected by the NHIS that categorizes individuals into below average, average, and above average risks for cancer. Comparing the point estimates across the first three columns of Table 6 shows steady increases in effect sizes for people informed about their lower-thanaverage cancer risk in Column (1), to normal risk in Column (2), to higher than average risk in Column (3). Across the three columns, the effect of genetic consent laws goes from −0.0045 to −0.0066 to −0.014. The effect of genetic redisclosure laws is only positive for the higher risk group (though not precisely estimated on the small sub-sample) and general health privacy laws go from negative to positive 0.0084 to 0.015 as risk increases. Although these estimates are not generally statistically distinguishable, the consistent pattern is suggestive.
A similar pattern emerges in Columns (4) and (5) of Table 6 , when we split the sample into individuals with and without any immediate family members (parents or siblings) who have been diagnosed with cancer from one of the four types of cancer risks that individuals in our sample received genetic testing for (breast, ovarian, colon or rectal). Estimates for the sub-sample of individuals with no family history of "testable" cancers are in Column (4).
These individuals face lower baseline cancer risk for these cancer types than individuals with such family histories, the sub-sample used in Column (5). The larger point estimates for genetic consent and genetic redisclosure laws for individuals in the higher risk group again suggest that individuals with higher risks from genetic tests are more sensitive to genetic privacy rules in their genetic testing decisions. Column (6) of Table 6 shows that the pattern of increasing responsiveness with increasing cancer risk is no longer present when the risk has been realized and the individual has already received a cancer diagnosis for one of the four testable types of cancer (breast, ovarian, colon or rectal). For this sub-sample, the coefficients on the privacy laws are reversed in sign and not statistically significant (though the small sample size surely contributes to the imprecision of the estimates). In Column (6), age is a negative and significant predictor of genetic testing. This may be because, among individuals with diagnosis, the value of genetic testing is larger when they are younger. Column (7) shows that our overall results from Table 2 are all present on the sub-sample of individuals who have not been diagnosed with a testable form of cancer.
Demand for Privacy
We then move away from individual fears about what the genetic test may reveal as a potential moderator of the effect, to considering how individual demand for privacy might moderate our results. The NHIS do not explicitly ask about privacy demand, so we use two proxies. The first is based on engaging in privacy-protective behavior in the context of HIV testing. Specifically, we identify a group of individuals that show high demand for health privacy based on their refusing to answer the NHIS question about HIV testing or reporting to the NHIS that they did not provide their complete name when receiving an HIV test. In the first two columns of Table 7 , we split the same into those who have engaged in such privacy protective behavior in Column (1) and those who have not in Column
(2). The estimated effects of privacy laws are substantially larger for the privacy-protective individuals, by as much as an order of magnitude. This provides suggestive evidence that the effects we measure are driven partially by individual privacy concerns, though in section 3.6 we will show that the consent law effect may also be driven by the supply side.
The second split meant to capture privacy tastes is based on age of the respondent. somewhat less positively to redisclosure laws for either genetic or general health information. Speculatively, this pattern would be consistent with older individuals caring more about privacy but at the same time being either more skeptical about the effectiveness of redisclosure rules to protect their privacy or having concerns about both private sector and government reuse of their data. The finding that older individuals care more about privacy reflects findings in other domains (Goldfarb and Tucker, 2012b) .
Genetic Testing Availability
So far, this paper has focused on how different genetic privacy testing regimes affect consumer decisions to pursue a genetic test. However, the ability of an individual to pursue a genetic test is limited by the supply-side availability of genetic testing. Privacy regulations might also lower the supply of genetic testing by imposing additional compliance costs on healthcare providers that make investment in genetic testing facilities less profitable. Furthermore, restrictions on redisclosure can also lower the financial value to hospitals and laboratories of collecting patients' genetic information and may limit availability. In this section, we ask if the changes in genetic testing rates associated with changes in genetic privacy laws in the NHIS data are coming from changes in testing rates for given levels of availability, or instead, if changes in genetic testing availability at hospitals is the underlying mechanism which can explain our measured effects.
We measure genetic testing availability using hospital-level data from annual surveys compiled by the American Hospital Association (AHA). The AHA data contain information on a variety of services and technological investments. Previous studies that have used AHA data to study hospital technology adoption include Ciliberto (2006) , Baker (2001) , and Baker and Phibbs (2002) . Our research uses information in the AHA survey on the presence of genetic testing and counseling facilities within each individual hospital and within the same health system for our outcome measures. We also use AHA data about the hospital size (staffed beds and inpatient days), revenue sources (share of inpatient days covered by Medicare and Medicaid), and managed care contracts (indicators for having PPO or HMO contracts) to create time-varying hospital-level controls for factors that could affect technology adoption.
The main limitation of the AHA data for our purposes is that genetic testing information is only available starting in 2003. This means that the sample period for this analysis (2003 − 2010) includes only part of the period of analysis using NHIS data (2000 − 2010) .
Because of this mismatch, we study testing availability separately rather than estimating a joint model of supply and demand.
The results are reported in Table 8 . The estimates in Column (1) are from a hospital-year level regression of genetic testing availability on genetic and other privacy laws, year fixed effects to capture national trends in adoption, and state fixed effects for cross-state differences.
The estimated effects are consistent as we build up to a more saturated specification which includes hospital fixed effects and hospital characteristic controls in Column (3). The pattern is also consistent when we consider a hospital system rather than an individual hospital in Column (4).
The main similarity between Table 2 , which studies testing rates, and Table 8 , which studies genetic testing facility adoption, is that the estimated effect of genetic consent laws is negative and significant. This is consistent with lower availability of genetic testing at local hospitals being part of the mechanism for the decrease in testing rates that we observe among consumers when such a law is present. This lower availability may reflect additional compliance costs for hospitals considering offering testing services or lower anticipated demand when consent rules are in place. The estimate for non-genetic health privacy laws is positive for both testing and availability and the anti-discrimination laws had no significant effect on either outcome. The main difference between Tables 2 and 8 is that positive and significant effects of laws that give control over redisclosure are not present for testing availability. One possible explanation is that supply of genetic testing (measured by number of hospitals offering the service) does not increase in response to the redisclosure laws because, by preventing resale or redisclosure of test results, those laws reduce the value to hospitals of offering genetic tests. This indicates that greater availability is not a mechanism for the positive effect we observe for consumers who are contemplating genetic testing. Instead, it seems to come directly from the reassurance that such data ownership laws give to consumers. This paper explores how state genetic privacy laws affect the diffusion of personalized medicine, using the case of genetic testing for predispositions for certain types of cancer.
State genetic privacy laws take three alternative approaches to protecting patient privacy:
(1) Requiring informed consent on the part of the individual; (2) Restricting discriminatory usage of genetic data by employers, health care providers or insurance companies, including providers of long-term care or life insurance; or (3) Limiting redisclosure without the consent of the individual or defining genetic data as the 'property' of the individual.
We find empirically that an approach that gives users control over redisclosure encourages the spread of genetic testing, whereas an approach of informed consent deters individuals from obtaining genetic tests. We also find that there is little effect, either positive or negative, from regulation that prevents discriminatory use of this data.
These findings are important, partly because the spread of personalized medicine which is based on genetic testing has the potential to revolutionize healthcare. They are also important because there is the possibility that these results can help illuminate desirable features of privacy protection in different arenas than genetics, such as online data, financial data or health data more broadly. Our finding that non-genetic health privacy laws that limit redisclosure are associated with more genetic testing and HIV testing provides additional support for this interpretation. Our results in general appear to support privacy regimes that focus on establishing rules of data ownership rather than merely informing on the consumer how their data will be used and focusing on obtaining upfront consent. It also suggests that there are only weak effects from privacy regimes that focus on restricting usage of data. Strikingly, it is this least effective form of privacy protection that has been the focus of EU, OECD and US lawmaking over privacy.
One potential limitation of our findings is our heavy focus on early adopters of genetic testing and their response to early genetic privacy regulations. Although the mapping of the human genome and the identification of millions of mutations has already advanced science, the full potential of the genetic revolution for medical care has not yet been realized.
However, at the same time, the progress of genetic science will also increase the risks to individuals stemming from damaging uses of genetic information and so our results reflect considerable uncertainty over how these technologies and corresponding privacy concerns will develop. In particular, it is not clear how our results apply to new direct-to-consumer genetic testing services. These limitations are in addition to the normal caveats that apply to any study that uses variation in state laws to identify the effect of interest. Notwithstanding these limitations, we believe that this study provides a useful first attempt to understand how different types of privacy regulations affect the diffusion of technologies that create very sensitive data. and 2008 in which the state had in place a genetic privacy law of each type. Explanatory variables are the total numbers of genetic discrimination cases filed or resolved by the EEOC between 2010 and 2012, scaled to state population. * p < 0.10, ** p < 0.05, *** p < 0.01 
